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15,8 Jols uluobl ol
shell> telnet server_host 3306

L cwlio 500y 9 Cusd Lol 59>9 U Ul @y (s iowd d905 oLl UTCL_: Ulgine aS (o MSio (uyiopo 5l
3900 (o Ulgino 505 Hgiaws
mysql -u root

ol U|9J o J.ols S i kst Lub U-’l wleMbl ,ol.o.) CURY VEVAY U-’l l5|)>‘| ) u.a.n.‘)s.o [GF1.W-25%
5,S o,Lal GRANT,REVOKE a4 Ulgino dguisao 03lesowl Guwlius cul LS ¢ bl by aS (il jgiws (yiopo Sl
SHOW GRANTS
gl 390 UKol Wygo 55 (siuwl (s aS
s, ol 3929 wygw 5> Jlie Sl akS S,Sel> b LiS,IS 5l vy 39,9 5l d 0aiiS a8 9 Jlgyuld 5l esleiwl U

S Sbg, mysgl Guwslios Llgi sw ,S3985 il (s ' S L3S, Sgl> aS T T; DROP DATABASE mysql;"
2,90 ol punlios il b bl Sl Sagpe S 5SS (sewny cumlo
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5,5 Query @ guli > uldlas Uil 39>9 4 el Llgi (oo d S3g,9 55 M 9" dile Luld aL,
P LiShS LS LU Wiso W &L S35 i > Whus
%22 (*™), %23 (" #"), %27 (*")
www.example.com/index.php?user="ali"&pass="1234"
www.example.com/index.php?user= ali"&pass="1234"
www.example.com/index.php?user="ali"&pass="1234"
www.example.com/index.php?us er="ali"&pass="1234"
b 0SS SwS wilgi s PHP 4.0.3 > 59>90 mysql_escape_string() ¢ addslashes() gilsi 5l oslaiwl
53 Bl L8 oy 3590 9) pawlos @ Sagye S A, Ulsi w05 wige @ tepdump Aol Sl oslawl b

shell> tcpdump -l -i ethO -w - src or dst port 3306 | strings

FRNS (sw pmas Ay 5L S 9, S99 3,9y
shell> mysql -u root mysql
mysql> UPDATE user SET Password=PASSWORD('new_password')

-> WHERE user="root’;
mysql> FLUSH PRIVILEGES;

55 MySQL whgiows 5l oslawl U LB sl 0lSwl L8 ¢l b 2SS Ll asan, 50,8 L g, MySQL 95w Ulgic zus au
Heowls adlgs 599 wuyuio adasw

puS sw oslaiiwl Hg,w S50l ol sy mysqgld aol 5l awy, ,,8 5> MySQL j9,w Sly=l
PaiS 0 3l9 95 55 4gsS T /etc/my.cnft L s

[mysqld]
user=mysq|l

safe_mysqld

L
mysql.server

LpaS (s oslawl
13,5 JuoS5 9, L8 L8 ol Sl S35y 0SS adlol g MYSQL @ 39,9 L Vlgi (s JI>
Mysql
> UPDATE user SET password=PASSWORD('not_secure')

.5,S oslaswl mysgld ;I max_user_connections

mysgld sl s>g90 Slpylssl
--local-infile[=(0]1)]

>gs Adlg=s LOAD DATA LOCAL INFILE wlygiws 5l osleiwl 0ol a0 Hlase b o)l ol 5l oslaswl )jgo s

--safe-show-database
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osls Giwlos oaui 0sls yolais! 5,8 @ aS (seuwlius bhad SHOW DATABASE giws 5l oslaiwl o&id a8 ol b
Lo adlgs>

--safe-user-create
Ly wyso 4 GRANT Leiws 5l oslaiwl wyeo 5> uas 1S skl WSS Sga=0

mysql> GRANT INSERT(user) ON mysql.user TO 'user'@'hostname’;

--skip-grant-tables

IS a4 Csowsiws UlSol (oS a Ol Us,S5 eslaiwl Wigo 5> AS piwaw JS U Csowiws pic wlil ol 5l Bad
:))S oslaiwl D) )G )| U|9J o ozl U.J|)|)JQJ G0 t5|)) ool _L&|9> [gyeey) Lu),o.uuu_u}

mysqladmin reload

--skip-name-resolve
5940 wsw Jled jue hostname Giwlos UlSsl
--skip-show-database

ol oanw osls jeiws ol s9x0 aS silo; U SHOW DATABASE giiws> ws)S Jled jue

(ool sla LiSLS Us,S ild Cuoedl )1 ol BB Use JSle) Cudgixo u Ulgi Lsw aS (silgiws I Sl diga

mysql> GRANT ALL PRIVILEGES ON db.*
-> TO david@'192.58.197.0/255.255.255.0';

594U (SO kD (SN sl uu)bi)ﬁ 4 paarlios @ Wl Juog Ul 55 seiws Sh=l L
S pMel joyw @ 55 Heiws b sy JSob @ as

user_ip & netmask = host_ip.

1B (s )38 @y g oslaiwl sgw USKl g 039) juizo aS LSl Slpwlgs)s 5l Sl aiges

Host value et Comnections matched by entry
value
"thomas.loc. gov’ Tfred” fred, comecting frotn thomas. loc. gov
"thomas.loc.gov' T [0y user, connecting from thomas. loc. gov
TgT “fred” [lfred, connecting from any host
Tyt T Ay user, connecting from any host
"3, loc. gov' *fred® [|fred, connecting from any host in the 1oe. gov domain
Tyt tfred? ;:Oi;:iébiiﬁljtcilgeiif;m ®.¥.net, x. ¥.comx. y.eduy, ete Ghisis
*144,155,166. 177" *fred® |lfred, connecting from the host with IP address 144, 155,166,177
*144.155.166. 8" *fred® |[lfred, connecting from any host in the 144.155. 166 class C subnet
"144.155.166.0/255.255.255. 07" fred”  [Bame as previous example
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2l 93 ol 5l sgrw weny, VLl U ouiS (sw 3930 JISg) 4y hdd 9, MYSQL g, @ (sewyiws Ukl wygo s

100l oo mysql jo,w (s sl sds Ui piwuw Slpls> 9 4y wligiws acgoxo

shell> mysql -u root mysq|l
Access denied for user: '‘@unknown’ to database mysql

shell> mysqladmin -u root -pxxxx ver
Access denied for user: 'root@localhost' (Using password: YES)

shell> mysqladmin --no-defaults -u root ver

mysql> SELECT * FROM user;
Host ... is not allowed to connect to this MySQL server

shell> mysqladmin -u root -pxxxx -h some-hostname ver Access denied for user:
'root@' (Using password: YES)

mysql S;Lw auigs 9 Al 5)le0 Wi> Sl oY Ol)giw> acgoxo

[root@deep /1$ mysqladmin drop test -p Enter

password:

Dropping the database is potentially a very bad thing to do. Any data stored in the
database will be destroyed.

Do you really want to drop the 'test' database [y/N] y
Database "test" dropped i _
i d 31 Ulo) il 590 US)S Jle9 s
53 )4k o JudlS (swsiiws Ulos 9 b (w0 deapr Suwd 5, A sewsiiws Olos 5> Sl duipy 5> Joe il b
((Jsiune i,y 599 w)s0
Jo6 s
vi /etc/fstab

b ol inlus b

LABEL=/var/lib  /var/lib ext2 defaults 12

Qw9

LABEL=/var/lib /var/lib ext2 defaults,noatime 12

[root@deep /]# mount /var/lib -oremount

[root@deep /]# cat /proc/mounts

/dev/root / ext2rw 00
/proc /proc procrw 00
/dev/sdal /boot ext2rw00
/dev/sdal0 /cache ext2rw 00
/dev/sda9 /chroot ext2rw 00
/dev/sda8 /home ext2rw00
/dev/sdal3 /tmp ext2rw00
/dev/sda7 Jusr ext2rw 00
/dev/sdall /var ext2rw 00
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/dev/sdal2 /var/lib ext2 rw,noatime 0 0
none /dev/pts devpts rw 0 0

1 0Lk diupy My.cnf 5l sl aigos
#vi [etc/my.cnf

[mysqld]
datadir=/var/lib/mysql
socket=/var/lib/mysql/mysql.sock

skip-locking

set-variable = key_buffer=16M
set-variable = max_allowed_packet=1M
set-variable = table_cache=64

set-variable
set-variable
set-variable

sort_buffer=512K
net_buffer_length=8K
myisam_sort_buffer_size=8M

[mysql.server]
user=mysq|
basedir=/var/lib

[safe_mysqld]
err-log=/var/log/mysqld.log
pid-file=/var/run/mysqld/mysqld.pid

[isamchk]

set-variable = key_buffer=20M
set-variable = sort_buffer=20M
set-variable = read_buffer=2M

set-variable = write_buffer=2M

[myisamchk]
set-variable
set-variable
set-variable
set-variable

key_buffer=20M
sort_buffer=20M
read_buffer=2M

write_buffer=2M

1Sas o8
[root@deep /1# [etc/rc.d/init.d/ mysqld restart
Enter password: Stopping MySQL: [OK]
Starting MySQL: [OK]

a8, S wleMbl Ulgi (s 505 Hgiws plil b

[rooct@desp /]1# mysgladmin variables -p
Enter password:
et ettt B ik e ittt +

| Ua.:l::i.abl:_na:m: | Falu= |
B ettt B ittt +
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an=i_made

back_leog

basedir

Linlog cache_sime
character_=et
character_ =et=
Concurrant_insert
connecttimeout
datadir

delay hey write
delayed in=sert limit
delayed insert fimeout
delagyed quens =ize
flu=h

flush time

hawe_bdhb

hawe gemini

hawe inmcohase

hawe i=zam

hawe raid

hawe ==l

init_file

interactive timeout
Jein_buffer =ime

key buffer size
language
large_file=s_support
lacked in_ memozy
log

lag_update

lag bin

lag_slawe updates
long query_time

low prierity updates
lomer_case_table name=
mau_allewsad packet
max_binlog cache =ize
max_binlog size

M _Cenmnect ions
Mas_Cennect SIIors
mas_delayesd threads
max_heap table =ize
mas_Jein =sime
max_sort_length
max_tmp_tables
max_write_leck count
Tryisam recower_options
myisam sork _buffer size
net_buffer length
net_read timeout

et _retry count
net_write_ timeout
open_files=_ limiw
pid_file

port

protocel wersion
record buffer
quary_buffer =ime
=afe_ =how databas=e
serwver_id
ship_lecking
ship_networking
skip_shew databas=e
=lomw launch time
=zocket

sort buffer

table cache

table type

thread cache_sime
thread stack
timesone
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| tmp_table =ize | 1045576 |

| smpdir | Fomps |

| wer=iomn | 2.g2.22 |

| wa.:i.t_t irne ot | Z&&00 |

—————————————————————————— e e s ]
LV.VV. W)

10,05 Sl esleiwl Uluaw Sly aS ppe wlhgiwd acgoxo

GRANT Lgiws U JolS (sewyivws U o> 50,8 skl
[root@deep /1$ mysql -u root mysql -p
Enter password:
Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 3 to server version: 3.23.33

Type 'help;' or "\h' for help. Type '\c' to clear the buffer

mysqgl> GRANT RELOAD,PROCESS ON *.* TO operator@localhost;
Query OK, 0 rows affected (0.00 sec)

mysqgl> \q
Bye

GRANT ;I oslasowl b oacis 3590=0 33> S sl
[root@deep /]$ mysql -u root mysql —p
Enter password:
Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 3 to server version: 3.23.33

Type 'help;' or "\h' for help. Type '\c' to clear the buffer

mysql> INSERT INTO user VALUES('localhost’,'sqladmin’,PASSWORD('mo'), ->
lYl,lYl’lYl,lYl,lYl,lYl,lYl,lYl,lYl,lYl’lYl,lYl,lYI,lYl);

Query OK, 1 row affected (0.02 sec)

mysql> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)

mysqgl> \q
Bye

VA2 )-_l)ls >l>u|
[root@deep /]$ mysql -u root mysql -p
Enter password:
Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 3 to server version: 3.23.33

Type 'help;' or "\h' for help. Type '\c' to clear the buffer

mysqgl> INSERT INTO user SET Host='localhost',User="operator', ->
Reload_priv="Y', Process_priv="Y";
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Query OK, 1 row affected (0.00 sec)

mysql> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)

mysqgl> \q
Bye

F 30 uAesi 9 (il 59,0 Sl
[root@deep /]$ mysql -u root mysql -p
Enter password:
Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 4 to server version: 3.23.33

Type 'help;' or "\h' for help. Type '\c' to clear the buffer

mysqgl> UPDATE user SET Password=PASSWORD('mypasswd') WHERE user="root';
Query OK, 2 rows affected (0.01 sec) Rows matched: 2
Changed: 2 Warnings: 0

mysql> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)

mysqgl> \q
Bye

P omlos S5l S0y Vi
[root@deep /]$ mysql -u root mysql -p
Enter password:
Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 4 to server version: 3.23.33

Type 'help;' or "\h' for help. Type '\c' to clear the buffer

mysqgl> DELETE FROM user WHERE User = "sqladmin";
Query OK, 1 row affected (0.00 sec)

mysqgl> \q
Bye

s pawlos sl
[root@deep /1$ mysqladmin create addressbook -p Enter
password: Database "addressbook" created.

or with the MySQL terminal monitor program (mysql)

[root@deep /1$ mysql -u root mysql —p

Enter password:

Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 4 to server version: 3.23.33

Type 'help;' or '\h' for help. Type '\c' to clear the buffer
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mysqgl> CREATE DATABASE addressbook;
Query OK, 1 row affected (0.00 sec)

mysqgl> \q
Bye

Dol Wi

[root@deep /1$ mysqladmin drop addressbook -p Enter

password:

Dropping the database is potentially a very bad thing to do. Any data stored in the
database will be destroyed.

Do you really want to drop the 'addressbook' database [y/N] y
Database "addressbook" dropped

sleslawl L L

[root@deep /1$ mysql -u root mysql —p

Enter password:

Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 4 to server version: 3.23.33

Type 'help;' or "\h' for help. Type '\c' to clear the buffer

mysqgl> DROP DATABASE addressbook; Query
OK, 3 rows affected (0.00 sec)

mysql>  \q
Bye
102> gl @ Jlail

mysql> USE addressbook; Database changed

mysql> To create a table named contact with the following values, use the command: mysql>
CREATE TABLE contact (FirstName VARCHAR(20), -> SecondName VARCHAR(20),
Address VARCHAR(80), -> WorkPhone VARCHAR(25), HomePhone VARCHAR(25), -
> MobilePhone VARCHAR(25), Fax VARCHAR(25), Website VARCHAR(20), -> Mail
VARCHAR(30), Title VARCHAR(20), Description VARCHAR(100)); Query OK, 0 rows
affected (0.01 sec)

mysql>

Mysql wuas Ol)9iaw> Ao M>
[root@deep /]1# cp mysql-version.tar.gz /var/tmp/
[root@deep /1# cd /var/tmp/ [root@deep tmp]# tar xzpf
mysql-version.tar.gz

[root@deep tmp]# cd mysql-3.23.38/

[root@deep mysql-3.23.38]# useradd -M -o -r -d /var/lib/mysql -s /bin/bash -c
"MySQL Server" -u 27 mysql >/dev/null 2>&1 || :
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: bbwolS 51 )8 Config
CFLAGS="-static -march=i686 -mcpu=i686 -funroll-loops -fomit-frame-pointer"” \
CXXFLAGS="-static -march=i686 -mcpu=i686 -funroll-loops -fomit-frame-pointer -
felide-constructors -fno-exceptions -fno-rtti" \
./configure \
--prefix=/usr \
--libexecdir=/usr/sbin \
--sysconfdir=/etc \
--localstatedir=/var/lib/mysql \
--mandir=/usr/share/man \
--disable-shared \
--with-mysqld-user=mysql \
--with-unix-socket-path=/var/lib/mysql/mysql.sock \
--with-client-ldflags=-all-static \
--with-mysqld-ldflags=-all-static \
--without-debug \
--without-docs \
--without-bench

[root@deep mysql-3.23.38]# make

[root@deep mysql-3.23.38]# cd

[root@deep /root]# find /* > MySQL1

[root@deep /root]# cd /var/tmp/mysql-3.23.38/

[root@deep mysql-3.23.38]# make install

[root@deep mysql-3.23.38]+# install -m 644 include/my_config.h
[usr/include/mysql/

[root@deep mysql-3.23.38]# mkdir -p /var/run/mysqld

[root@deep mysql-3.23.38]# chmod 0755 /var/run/mysqld
[root@deep mysql-3.23.38]# chown mysql.mysql /var/run/mysqld
[root@deep mysql-3.23.38]# rm -f /usr/share/mysql/mysql-*.spec
[root@deep mysql-3.23.38]# rm -f /usr/share/mysql/ mysql-log-rotate
[root@deep mysql-3.23.38]+# strip /usr/sbin/mysqld

[root@deep mysql-3.23.38]# cd

[root@deep /root]# find /* > MySQL2

[root@deep /root]# diff MySQL1 MySQL2 > MySQL-Installed

[root@deep /]# Idd /usr/sbin/mysqld
not a dynamic executable

[root@deep /]# cd [var/tmp/
[root@deep tmp]# rm -rf mysql-version/ [root@deep
tmp]# rm -f mysql-version.tar.gz

Create the mysqld file (touch /etc/logrotate.d/mysqgld) and add the lines:

/var/log/mysqld.log {

missingok

create 0640 mysql mysq|

prerotate

[ -e /var/lock/subsys/mysqld ] && /usr/bin/mysgladmin flush-logs
|| /bin/true

endscript

postrotate

[ -e /var/lock/subsys/mysqld ] && /usr/bin/mysgladmin flush-logs
|| /bin/true

endscript
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#vi [etc/rc.d/init.d/mysqld
lines:

#!/bin/bash

#

# mysqgld This shell script takes care of starting and stopping
# the MySQL subsystem (mysqld).

#

# chkconfig: - 78 12

# description: MySQL database server.

# processname: mysqgld

# config: /etc/my.cnf

# pidfile: /var/run/mysgld/mysqld.pid

# Source function library.
. Jetc/rc.d/init.d/functions

# Source networking configuration.
. Jetc/sysconfig/network

# Source subsystem configuration.
[ -f /etc/sysconfig/subsys/mysqld ] && . /etc/sysconfig/subsys/mysqld

start(){
touch /var/log/mysqld.log
chown mysql.mysql /var/log/mysqld.log
chmod 0640 /var/log/mysqld.log
if [ ! -d /var/lib/mysgl/mysqgl ] ; then
action "Initializing MySQL database" /usr/bin/mysql_install_db

ret=$?
chown -R mysgl.mysql /var/lib/mysql
if [ $ret -ne 0 ] ; then
return $ret

fi
fi
/usr/bin/safe_mysqgld --defaults-file=/etc/my.cnf >/dev/null 2>&1 &
ret=$?
if [ $ret -eq 0 ]; then
action "Starting MySQL: " /bin/true
else
action "Starting MySQL: " /bin/false
fi
[ $ret -eq 0 ] && touch /var/lock/subsys/mysqld
return $ret
b
stop(){
/usr/bin/mysgladmin -pmypasswd shutdown > /dev/null 2>&1
ret=$?
if [ $ret -eq 0 ]; then
action "Stopping MySQL: " /bin/true
else
action "Stopping MySQL: " /bin/false
fi
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[ $ret -eq 0 ] && rm -f /var/lock/subsys/mysgld
[ $ret -eq 0 ] && rm -f /var/lib/mysql/mysql.sock
return $ret

b

restart(){
stop
start

}

condrestart(){
[ -e /var/lock/subsys/mysqld ] && restart || :
b

reload(){
[ -e /var/lock/subsys/mysqld ] && mysgladmin -pmypasswd reload

# See how we were called.
case "$1" in
start)
start
stop)
stop
status)
status mysqld

reload)
reload

restart)
restart

condrestart)
condrestart

1

*)  echo $"Usage: $0 {start|stop|status|reload|condrestart|restart}" exit 1 esac

exit $?

DaaSowl LB L sl ubal el
[root@deep /]# chmod 700 /etc/rc.d/init.d/ mysqld
[root@deep /]# chown 0.0 /etc/rc.d/init.d/mysqld

Ca,Sowl Shy ol W i Sl
[root@deep /]# chkconfig --add mysqld
[root@deep /]# chkconfig --level 345 mysqld on

TN W)0.0 A )9 E9
[root@deep /1# [etc/rc.d/init.d/mysqld start Starting
MySQL: [OK]

L PEPSVE N VRS TWWIRUN Y
[root@deep /]# mysql -u root mysql
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Reading table information for completion of table and column names You can turn off this
feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g. Your MySQL
connection id is 1 to server version: 3.23.33

Type 'help;' or '\h' for help. Type '\c¢' to clear the buffer

mysqgl> SET PASSWORD FOR root=PASSWORD('mypasswd');
Query OK, 0 rows affected (0.00 sec)

mysql> \q
Bye

[root@deep /]# chmod +t /var/lib/mysql
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